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In 2021, ransomware
attacks affected two out
of every three businesses
at some point in the year.

Unfortunately, as more of our daily tasks become
digital and cybercriminals become smarter, that
number only continues to increase.

The first quarter of 2022 showed us that breach incidents
aren’t going anywhere. According to data from the Identity
Theft Research Center, reported breaches were up 14% from
the same time period in 2021.

The cost of ransomware attacks increased too, up a
whopping 71% from 2021 and averaging nearly $1 million in
average payouts.

It may seem inevitable that your business will take a hit at
some point, but there are steps you can take to keep
yourself and your business safe. Here’s a look at some of
the most intrusive hacks of 2022 so far and what they’ve
taught us to help you protect your own business.
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Crypto.com Hackers Steal R

More Than $30 Million

In January of this year, more than $30 million in
cryptocurrencies were stolen when hackers broke
into the wallets of 483 Crypto.com users. During the
breach, the hackers managed to override the
two-factor authentication set up by the site.

Immediately after the event occurred, Crypto.com
downplayed the situation, describing it as an “incident”
instead of a hack. They also made the claim that there was
no cryptocurrency stolen during the incident. However, only
a few days later, they went back on their previous statement
and admitted that money was stolen and that they’d
reimbursed the impacted users.

Crypto.com also stated that they audited their systems

following the hack and were actively working to improve
security so that this doesn’t happen again.
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Data Breach of 5.4 Million Twitter Users

Only six months after the massive hack

on Crypto.com, more than 5.4 million

Twitter users had their personal data

stolen.
The hacker, who used the alias “devil,” posted on an online
forum that they’d obtained the information, which included

email addresses and phone numbers, and were selling it for
more than $30,000.

To obtain the information from Twitter, the hacker had

to exploit a vulnerability within the site. The vulnerability,
which was found in January 2022 by the white hat hacker
Zhirinovskiy, had supposedly been patched up. However,
Twitter admitted that the July data breach was indeed
linked to this same vulnerability.

Since the incident, Twitter has been able to notify almost
all of the 5.4 million accounts impacted, although they’ve
also stated that they can’t confirm all of the accounts were
compromised.
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Ukraine Fights Back
Against Invasion

The ways in which countries attack have changed
significantly over the years. Russia, who notoriously invaded
Ukraine in February of this year, has been mounting digital
attacks on the country for years. However, after the invasion,
Ukraine aimed to fight back with its own “IT army.”

The army, which is made up of volunteer hacktivists from
all around the world, has focused on mounting DDoS
attacks and disruptive hacks aimed at major institutions
and services. The digital attacks have resulted in

chaos for Russiq, including data breaches and service
disruptions.

Although Russia continues to pummel Ukrainian
institutions and infrastructures with cyberattacks, the
response has left them wounded and slowed down their
firepower in the digital war.
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Finance Platforms Under
Attack in 2022

It’s no secret that cryptocurrency has gained
enormous popularity in recent years.

The immense growth of this
ecosystem has forced developers
to build the tools and utilities
needed to store, convert, and
manage the currencies at
lightning speed, resulting in some
oversights and missteps.

Cybercriminals have jumped at
the opportunity to discover and
capitalize on these oversights,
which has led to numerous hacks
of tens or even hundreds of
millions of dollars.

One of the most well-known
incidents happened in March
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2022 when North Korea’s
Lazarus Group made out with
$540 million in cryptocurrency
after hacking the popular Ronin
blockchain “bridge.”

This came only a month after a
flaw in the Wormhold bridge was
found by attackers and used to
take nearly $321 million worth of
Wormhole’s Ethereum variant.

Then, in April, attackers grabbed
an estimated $182 million worth
of Beanstalk cryptocurrency using
a “flash loan.”
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Protect Your Business
Against Cyber Attacks

You may think your business isn’t big enough to
get hacker attention or that you have everything
you need in place to protect your business.

Educate yourself and your team:

From the board to C-suite to interns, everyone

at your business should know the basics of
cybersecurity. A few tangible ways to do this
include dedicating time in board meetings to
discuss security, providing mandatory training

for employees, communicating with your CISO
regularly to stay vigilant on your defense strategy,
and holding an open door policy for employees
who have questions about cybersecurity.
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However, attacks continue to grow more complex and
hackers are now more capable than ever of deploying
ransomware at scale.

So what can you do to ensure your business is safe from
cyber attacks? These tips can help inform your strategy
for ransomware defense.

Conduct tabletop exercises:

One way to take employee education even
further is by performing tabletop exercises. These
exercises simulate attacks and help prepare
employees for how they will respond. Doing

these simulations can actually reveal gaps or
weaknesses in your business’s current response
plan, allowing you to solve them before an attack
occurs.

(W3HL WOYd4 NYV3IT NVDO IM LVHM ANV) 2202 40 SIHOVIHE V1ivd 1LS3oolgd IHL




THE BIGGEST DATA BREACHES OF 2022 (AND WHAT WE CAN LEARN FROM THEM)

Regularly check your backups:

During a cyber attack, every minute is critical.
Restoring your defenses can go a long way in
minimizing your recovery time and minimizing
both your financial and operational impact. Work
with your IT team or a third-party company to
ensure your backup is optimized and ready for
deployment at a moment’s notice.

Stay in the loop on techniques:

It’s become more and more common for
cybercriminals to share information on the
techniques and tools they use during an attack. By
following info-sharing groups such as government
agencies and law enforcement, you can stay
current on the latest attack strategies and better
prepare your company’s defense.
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While you might think a cyber crime won’t happen to you,
it’s smart to be equipped should you experience an attack.
There are tangible steps you should take to prepare
yourself and your business against criminal attacks.

Cybercrime has only increased over the past several years,
and there’s no sign of decline any time soon. Criminals are
becoming more capable of deploying ransomware, putting
you at a heightened risk of attack.

Instead of putting the responsibility of cybersecurity on
your IT team, make sure everyone at your organization is
educated and prepared. Work with your CISO to ensure
you’ve got protocols and backup in place. Review and
practice decision-making with all employees in advance.
By implementing the recommendations above, you can
incorporate cyber resilience into your business and greatly
minimize your risk of an attack.
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